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O6nayHas KoHcONb
YnaneHHoe ynpaBsneHune 3amTol ¢ moboro ycTponcTea™. ®

WNuTterpauns c SIEM-cucremamn
OnepaTunBHOE BbISIBNEHWE MHUNOEHTOB 6€30MacHOCTH, P
Bnarofaps aBToMaTUYeckoi nepepaye AaHHbIx B SIEM.

EauvHbiii areHT

c Kaspersky Endpoint Detection and Response

He TpebyeTcs nepeycTaHoBKa U yCTaHOBKA HOBOMO areHTa °
npwv passepTbiBaHUn Kaspersky Endpoint Detection and

Response.

Pa6bouune
cTaHuuMn

MHoroypoBHeBas 3awuTa ot BpeaoHocHoro MO

OcHoBaHHbIE Ha MaLLMHHOM ODYYeHU TEXHONOT N 3aLLnThI

OT BCEX BUOOB N3BECTHbIX YIPO3, BK/OYas BUPYCbI- ®
LWNPPOBANbLUNKIA.

KoHTponb nporpamm,

KOHTPO/b YCTPOWCTB 1 Be6-KOHTpONb

DyHKUMM TMBKOro KOHTPONS MCMONb30BaHKS MPOrpamMm,
YCTPOWCTB U NHTEPHETA.

ApanTuBHBbIA KOHTPONb aHOManui
N3yyaeT noBeaeHme KOHKPETHBIX Nonb3oBaTenei n bnoknpyeT
HeTUNNYHbIE AN HAX AEVCTBUS B MPOrpamMmax.

LUndpoBaHme paHHbIX

MNpenoTBpalLeHne yTeukn KOHPUOEHUMANbHOM 1 LIEHHO
KopnopaTUBHOM MHPOPMALMK B Cryyae Kpaxu Uiv ytepu
yCTpOWCTBa.

dainnosbie
cepBepbl

3awwmTa oT BpepoHocHoro MO

CoueTaHue nepenoBbix 0651a4HbIX 1 TPAANLIMIOHHBIX TEXHOMOM A

LN 3aLLMTbl HaliNoBbIX CEPBEPOB OT M3BECTHbIX, HEN3BECTHbIX ®
N CNOXHBIX Yrpos.

KoHTponb 3anycka npunoxeHuii

Bo3MOXHOCTb 3anpeTuTb 3anyck NCnonHIeMbix Gasos,
ckpunToB unn naketoB MSI, a Takxe 3arpysky Ha cepsep
mogayneii DLL.

MoO6unbHblie
ycTpoucTBa

3awwumTa ot BpepoHocHoro MO n AHTn-Bop
3awwmTa oT BpegoHocHoro 10 1 obecneyeHne 6esonacHOCTH Y
LeHHbIX [laHHbIX B ClyYae Kpaxu Unv yTepu yCTponcTBaa.

KoHTponb npunoxxeHuii u ynpaeneHue ycTpoiicTsamm
OrpaHnyeHne paboTbl NpunoxeHnin n eyHkLmmn MDM ®
C Nopaep>XKor ayTEHTUPUKALMOHHBIX CEPTUPLKATOB.

CucremHoe
agMUHUCTpU-
poBaHue

PazeepTtbiBaHne OC n nporpamm

Bo3MoXHOCTb pasBepTbiBaHMS OnepaLioOHHbIX CUCTEM N3
06pa30oB 1 YCTaHOBKW NMPOrpaMMHOro obecrneyeHns opyrmx
nponssBoauTene.

YyeT nporpammHoro n annapaTtHoro obecneveHus
ABTOMaTUYECKOE OTCNEXMBAHME Napka 060pynoBaHNS
1 NPOrpaMMHOro obecneyeHns ans noHoro o63opa
KoprnopaTUBHOI CETW.

MaTy-meHep)XKMeEHT
ABTOMaTM3aUMs BCEro UMKa ynpasneHns ya3B1MMOCTAMU:
OT OOHapY>XXeHNS [0 YCTPaHeHUs (YCTaHOBKN OBHOBNEHWI).

Kaspersky Systems
Managemen

BasoBbie
nHcTpymeHTbl EDR

ABTOMaTN3NPOBaHHbIE HCTPYMEHTbI pearmpoBaHuns
Ha CKpbITble YrpO3bl.

Kaspersky Endpoint Detection
and Response

BupTtyanbHbie
M obnauHbie cpeppbl

CneunannsnpoBaHHble CpeacTBa 3alLMTbl BUPTYasbHbIX
cpes C NoMoLLpto TexHonorum Jlerkoro areHTa.

Kaspersky Security
AN BUPTYanbHbIX 1 06nayHbIX cpen,

MouToBbIE
cepBepbl

BawwmTa noytoBoro Tpaduka
oT BpefoHocHoro MO, cnama 1 pumnHra.

Kaspersky Security pns nouroBbix
cepBepoB

VlHTepHeT'I.UﬂIO3bI

dunbTpaums Beb-Tpaduka ot BpeaoHocHoro 10,
NHTEPHET-YIPO3 1 HEXENaTeNbHOro KOHTEHTA.

Kaspersky Security
ANS VHTEPHEeT-LUI030B

Cucrembi
XpaHeHus AaHHbIX

MacLluTabrpyemas 3amTa LLEeHHOW 1 KOHPUAEHLIMANbHO
KopnopaTUBHOM MHPOPMALMM Ha cepBepax XPaHeHUs AaHHbIX.

Kaspersky Security pna cucrem
XpaHeHns faHHbIX

NMepepnoBas
neco4YHuua

ABTOMaTUYECKOE N3YyYeHNE NOAO3PUTENBHBIX OOBEKTOB,
3alLMTa OT CNOXHbBIX YIPO3 1 BNOKMPOBaHNe atak 6e3 MoMOoLLM
NB-aHanuTukos.

Kaspersky
Sandbox

PacwupeHHas
TexHu4yeckas
noaaepixka

MNpropuTeTHas TexHMYecKkas NOAAEPXKKA B Cyvae KPUTMYECKIMX
VHLUWOEHTOB.

PacwunpeHHas TexHn4veckas
noaAepXXKa

KomnnekcHasa sawwmTa gna nnarpopm: Windows, Mac, Linux, Android, iOS, Windows Server

*/IMetoTCS OrpaHNYeHns Mo KONMYECTBY 3alLMLLaeMbIX Y3108 1 HaBOpY BO3MOXHOCTE.
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